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Staff Report
TO: Board of Directors

FROM: John Ortiz, Information Technology Administrator

DATE: January 25, 2023

SUBJECT: Security Office Center (SOC) Service Replacement  (Consent)

ADMINISTRATION

RECOMMENDATION:  
Award a two-year contract to Savant Solutions in the amount of $114,748.00 for the 
Artic Wolf product and authorize the General Manager to execute the appropriate 
documents.

BACKGROUND:
What is a SOC – A security operation center (SOC) is a team of IT security 
professionals that protect the organization by monitoring, detecting, analyzing, and 
investigating cyber threats.  

Why is a SOC service important?  24/7/365 network monitoring is critical to 
keeping NID technology assets safe from Cyber Attacks. Arctic Wolf is an industry 
leader in the Managed Detection and Response (SOC as a service) space. Artic 
Wolf sells their product through a third party distributer and direct. They will 
provide the technology, people, and process to aid the Nevada Irrigation district 
team in protecting our cyber landscape and technology environment. In 
summation, Arctic Wolf looks at more attack surfaces than we do today, they 
mitigate risk through their delivery model to provide better security outcomes, for a 
more cost-effective solution than our current process.

SITUATION:
After a network breach in October 2021, the District quickly engaged a SOC 
provider (Packet360) to provide additional network security services. However, 
after working with Packet360 for a year, it was determined that Packet360 could 
not in fact provide the adequate security outcomes needed to protect our 
environment from external threats. By replacing our existing solution with Arctic 
Wolf, we can improve service at reduce costs. Improved service with Arctic Wolf 
stems from their Concierge Delivery Model, where they have two named personnel 
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assigned to our account that will aid in detecting threats, giving us a step-by-step 
process to remediate any threats and to consult with the District to harden our 
cyber security posture over time. They will also help us reduce costs by eliminating 
redundancies in our environment and provide a more cost-effective service than 
Packet360. Our costs would decrease $135,000.00 to $57,375.00 with Arctic Wolf, 
on an annual basis. On top of that Arctic Wolf is offering $1,000,000 of service 
assurance warranty, which no other provider in this space offers.

Furthermore, FERC Docket No. RM22-3-000, released on January 20th, 2022, 
proposed strengthening its Critical Infrastructure Protection Reliability Standard by 
requiring internal network monitoring. Arctic Wolf will provide this through
continuous network monitoring and scanning, employee training, and a holistic 
approach to reducing cyber risk.

Staff recommends awarding a two-year contract agreement for $114,748.00 to 
Savant Solutions for the procurement of services provided by Arctic Wolf Inc. 
Savant Solutions quote is the less expensive that the other bids received to 
provide Arctic Wolf services. Please see attached competitive quotes. 

BUDGETARY IMPACT:
The 2023 Information Technology department budget includes $295,000 in 
consulting fees. The 24-month contract amount of $114,748, (annual cost 57,374) 
is within the budgeted amount.

Attachments: (3)
 Attachment A: Savant Solutions Quote
 Attachment B: Artic Wolf Quote
 Attachment C: Carahsoft
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